HNHCTPYKIUA
0 NopsiAKe JefiCTBHI HACeJICHUs NIPH MOJYYEeHHH CUTHAJIOB
«becnuI0THAsA ONACHOCTHY, «YTP03a aTAKU 0eCNNUIOTHUK A

1. Ilpn noayyenuu curgajga «KBECIINJIOTHASN OITACHOCTby:

Cnpasouno:

Hannwiti  cuenan osnauaem, umo 8 coceonux cyowvekmax Poccuu o6napycensi
becnunommusie 6030yuiHbIe CYOHA .

B coomeemcmeuu ¢ noayuenHubIM CUSHANIOM DESUOHANbHLIMU U MYHUYUNATbHBIMU
opeanamu enacmu, a makoice CUTIOBLIMU cmpyKkmypamu 8LINOIHAIOMCS
HPEJIYIIPE/IUTE/IBHBIE meponpuamusi, u3 Hux:

- ycunueaemcsi KOHmpoib 3a 8030VUHBIM NPOCMPAHCIEOM;

- 8600UMCSl O2pAHUYEHUEe MOOUILHO20 UHMEPHemd,

- 8 pecuonanvuvix u myHuyunanvuelx CMU, mopzoevix yewmpax u uHuIX mecmax ¢
MAcco8viM npebvleanuem a00eti AKMUUsUpYemcs: pazmewjeHue uH@opmayuu o nopsioxe
oeticmeuti epaxcoan npu nocmynieHuu cueHana «becnunomuas onacnocmoy.

[Ipu nonyuyennn curnaia HEOBXO/JINMO:

- YTOUYHUTD MCCTOHAXOXICHUC POACTBCHHUKOB, 336HaFOBp€MeHHO
OIIpCACINTE MCCTO BCTPCUH,

-  HOPOBCPUTH HAJINMYHUC OOKYMCHTOB, IIOATBCPKAAIOMINX  JIMYHOCTD,
T'OTOBHOCTDb «TPCBOKHBIX YEMOAAHOB» U T. .

- 3a6HaFOBp€M€HHO OIIpCACINTb MCCTAa BO3BMOKHOI'O YKPBITH:.

2. Ilpu oOnapyxenuun Jgersmero bBC HEOBXOJIMUMO onepaTUBHO
coobuth B MBJI Poccuu (menegpon 102) nnu Equnyto nexxypHO-ITUCIIETIEPCKYIO
CITY)K0y MYHHUITUIIAJIBHOTO oOpa3oBaHus (menegon 112):

- amMunt0, UMSI, OTYECTRO;

- BpeMsa U Mecto obOHapyxkenus BBC; xomuuecTBO anmapaTtoB W HX THI
(camonémubwlil unu K8AOPOKONMEPHDILL);

- IPUMEpPHOE HaIpaBJICHUE U BBICOTY MONETA (Hanpumep. HanpasieHue Ha
cesep, evicoma mempos 50, nemum 6 CMOpPOHY ... 00beKmMa UlU HACEIeHHO20
nyHkma), a Takxke xapakrtep nosenenuss bBC (3asucanue, bappasicuposanue nao
00vexmom u m.o.);

- HHYIO BaKHYIO HH()OPMAITHIO.

3. B cayyae 0C10KHEHUS 00CTAHOBKH /10 HACEICHHUSA 10BOAUTCH CHIHAJI
«YI'PO3A ATAKH BECTINJIOTHHUKA».

Cnpasouno:

Jannvui cuenan o3navaem, 4mo 603HUKIA peanvras yeposza amaxu bBBC.

B coomeemcmeuu ¢ noayuenHviM CUSHANIOM PECUOHANbHLIMU U MYHUYUNATbHLIMU
opeanamu enacmu, a makdce cunogvimu cmpykmypamu evinonnsiomcs INPAKTHYECKHE
MepOnpUAmMuUs, U3 HUX.

! Tanee — BBC.



- 6 pecuoHanvHuix u myHuyunaivHelx CMHU, mopeosvix yewmpax u uHbIX Mecmax c
MACcoB8bIM npedvleanuem aoell pasmeujaemcs uHpopmayus o nopsioke 0elcmsauil 2paxicoan npu
803HUKHOBEHUU peanbHol yepo3bl amaxku bBC;

- gpavicoane credyiom 6 brudicauuiue yKpolmusi u HAX00mes mam 00 NONYyHeHus CUSHANA
«OTBhOH BECITH/IOTHOH OIIACHOCTH».

[Ipu nonyuyennu curnasia HEOBXO/JINUMO:

a) IpM HaXOKJIeHUH HA paldore:

- OTKJIIOYUTh HAPYKHOE€ M BHYTPEHHEE OCBEIICHUE, 33 HCKIIOUYEHUEM
CBETUJIBHUKOB MaCKUPOBOYHOTO OCBEILEHUS (NpU HAIU4uu),

- €CJIU MepCOHAJl HE MOXKET MOKUHYTh paboyee MECTO B CBSA3U CO CIELMPUKOMN
€ro JeATeIbHOCTH, TO HEOOXOAMMO 3aHATh MAaKCHUMAaJIbHO 0e30MmacHOoe MeCTO
(nodanvuie om OKOHHBIX NPOEMO8, Mam, 20e HAUubOIbULAs MONUWUHA CMeH UTU
nepexpuimul u m.o.).

Bo Bpems peanpHO#l yrpo3bl ataku OecniunoTHuka SAINPEINAETCS
HOJIXOJIUTh K OKHAM (OCKOJIKU CMEKAd MO2Ym NOPAHUms) 1 MOJIb30BaThCS TU(TOM.

0) Npu HAXO0KIEHNUHM B ABTOMOOWJIE WJIH 001IeCTBEHHOM TPaHCIOpTe:

- HEMEJUICHHO  OCTAHOBUTE  aBTOMOOWIIb  (nonpocume  800umeis
00ueCcmeeHH020 MpPaHCNoOpma OCMAaHoOB8UMb e20);

- IOKUHBTE aBTOMOOWIIb (0OwjecmeenHblil. mpancnopm) ¥ TPOCIeIynTe
B OmbKaiiiee YKpBITUE (HO08ANbl U  YOKOAbHbIE OMAJNCU  JHCULBIX OOMOS,
KanumanbHulX 30AHUL U COOPYHCEHULL, NOO3EMHble Nepexodvl, NAPKUHeU, d NPU UX
OMCYymcmeuu ecmecmeennvle U UCKYCCMEeHHble YVenyOneHus Ha MeCHmHOCMU
(mpanuieu, kaHasvl, 08pazu, AMul) Ul O60abUIUE 0ePesbsl).

B) IPH HAXOKIEHUH I0MA:

- IEPEKPBITH I'a3, BOJY, OTKIIOYUTH AJIEKTPUUECTBO;

- IJIOTHO 3aKPbITh OKHA, ABEPH, BEHTWISLIMOHHBIE U IPYTUE OTBEPCTHUS;

- B35ITh C COOOM JINYHBIE TOKYMEHTBI, JIEHBIH (10 803MONCHOCHU 0epAHCAMb
8 20MOBHOCIU ~ «MPEBONCHBIU ~ UeMOOAHUUKY,  KOMOPLIU  O0JHCeH  OblMb
VKOMNJIEKMOBAH anmeukol ¢ HeoOXO0OUMbIMU JeKAPCMEAMU, 3aNdCOM 600bl U
NPOOYKMO8 NUMAaHus, 0O0HOPA3080U NOCYOOU, CPeOCmME8aMU JUYHOU 2SUSUEHD,
seujamu (HudicHee Oelbe, HOCKU, Menias o00excoa), QOoHAPUKoOM ¢ 3anacom
bamapeex, Cnuukamu, 2a308bIMU 3ANCULATKAMU, NEPOUUHHBIM (YHUBEPCATbHBIM)
HOJMCOM, HUMKAMU, ULOAKOU, HONCHUYAMU, CPeOCmEamu C6:A3U, C 3apsOHbIMU
YCMPOUCMEamu U CMEHHbIMU dJIEMEHMAMU NUMAHUS U m.0.),

- IPEYIpPEeIUTh COCEeIeH, BAPYT OHU HE YCJbIIIAIN CUTHA,

- OKa3aTh MOMOIIIL OOJTBHBIM, JIETSM, HHBATUIAM, TIPECTAPEIBIM;

- CITyCTUTHCSI HA HWKHHE 3TAXH, B TI0JIBAJI, TAPKUHT, MOTped U T.1I.

4. Ilpu BHe3anHoM npuMeHeHUM NPOTUBHUKOM BbBC (nadenuu BBC)
HEOBXOJANMO:

VYcapimmaB XxapaKTepHBIH 3BYK JICTSAIIECTO OCSCITMIIOTHUKA (8 3A8UCUMOCTIU OM
osueameis 36yk BBC 6yodem om dicyaicoicanusi 00 36yKa 2a30HOKOCUNKU UTU MONeOa)




HEOOXOIMMO HE€ IMAHMKOBaTh W COXPAHATHh CIOKOWCTBHE, 3aiTU B Onmkaiiiiee
3/1aHKe, TM00 BBIOPATh HHOE MECTO ISl YKPBITHS;

- ua(opmarmio o mecte mageHuss bBC coobuute 8 MBJ (menegpon — 102)
wi EquHyto nexypHO-IUCIIETYCPCKYIO CIIyKO0y (menegpon — 112);

Hu B koeM ciywyae He [enaiitTe W He pacmnpocTpasiite ¢(oTo
BuieoMatepuaibl ataki bBBC B colManbHBIX CETAX U MECCEHKEpax — 3TO MOKET
MIOMOYb MTPOTUBHUKY BBIMIOTHUTH KOPPEKTHPOBKY U MMOBTOPUTH aTaKy.

JLJIS1 DKCTPEHHOI'0 YKPBITHSI MOI'YT HMCII0J1b30BATHCS

- [IoABAJIBI M IOKOJIBHBIC 3TaXXM XHWJIbIX AOMOB, KallMTAJIbHBIX SIIaHI/Iﬁ u
COOpY)KGHHﬁ, MOA3CMHBIC TICPCXObI, IIAPKHUHIU,

- IICPBLIC 3TAXKU NMOABE3T0B MHOTOKBAPTUPHBIX KXUJIBIX NJOMOB, BHYTPCHHUC
IMOMCHICHUA B 3AdHUAX, KBAPTHUPAX KHIIBIX JTOMOB (KOpMdOp, maM6yp, 6AHHAA
KOMHama, UHvle NOMeUuleHUA, 20e nem OKOH).

Ecan npu atake bBC Bl HaxoauTech HA OTKPHITO MECTHOCTH::

- HEOOXOJMMO CPOYHO HMCKaTh OJMKAWIINE YKPBITHS, B TOM YHCIIC B BHUJC
€CTCCTBECHHBIX M MCKYCCTBEHHBIX YIJTyOJICHHH HAa MECTHOCTH (mpaHuiesi, Kanaed,
08pae, sima) Ui OOJBIIIHE ICPEBHS;

- IPY B3PBIBE Cpa3y JeUb Ha 3EMJII0, 3aKPBITh T'OJIOBY PYKaMH M IPHOTKPHITH
pOT (umobwl yposusmv Oasienue). He momHumaiiTech IMocjae MEepBOro B3pHIBA,
JydIie akKypaTHO OTKaTUTECh UM OTIIOJI3UTE B CTOPOHY;

- u3beraiTe OOJBIIOTO CKOTUICHUS JIFOJIEH.

Ecau npu atake bBC Bbl HaxoauTech B AaBTOMOOWJIE MJIH 001IIeCTBEHHOM
TpPaHCcHopTe:

- HE TBITATEeCh yeXaTh U3 30HBI aTakd, a HA00OPOT MAKCHUMAJIbHO OBICTPO
OCTaHOBUTECH;

- MOKUJATe MAIIMHY C IPOTUBOIOJI0XHOK cTOpoHbl aTtaku BBC, oToiiauTe
(omnonzume) OT MAIIMHBI KaK MOKHO JIaJIBIIIE;

- WIIUTE ONKAWIINE YKPBITHS (1008ANbL U YOKOJIbHbIE SMANCU HCUTBIX
00MO8, KaNUMAIbHLIX 30AHUL U COOPYIHCEHUL, NOO3EMHble nepexoobl, NApKUHeU, a
npU UX OMCYMCMBEUU eCmeCmeeHHble U UCKYCCMBEHHble Vel ONeHUsl HA MeCMHOCMU
(mpanuieu, Kanasvl, 08pazu, Ambvl) iU OOabULLE 0ePesbs).

Ecau npu atake BBC Bbl HaxonuTech qoMa:

- 110 BO3MOKHOCTH CIIYCTUTHCSA HA HIDKHUE ATaXKMU;

- BO3BMHUTE C COOOI JIMUHBIE JOKYMEHTHI, TenedoH, paano Ha Oarapeiikax,
¢dboHapUK, BOY, METUIIMHCKYIO aNITCUKY,

- BbIOEpUTE KOMHATy, KOTOpas HE MMEET OKOH — 3TO BaHHAas, KJIaJI0Bas,
KOpHUZIOp, TyaleT (uem Ooqbuie moauwyuna cmeH, mem eviuie Bawa
0e3onacrHocmo);

- €CJIU B JIOME €CTh MOJIBAJl WM MOrped, CIyCTUTECh BHU3, €CIU B IOME HET
MoJBaja — TO Ha HIXKHUE 3TAXKH, B TAPKUHT; YEM HIKE — TEM JIy4IlIe.




Bo Bpems artakm OecnunotHuka 3AIIPEHIAETCS monxoauTe K OKHaM
(oCcKOIKU cmeKaa MO2ym Nopanums) 1 Moab30BaThC TU(PTOM.

5. IIpu nocanke (nadenuu) GBC JAIIPEINNEHO:
- IOJXOUTh K 00JIOMKaM U He TporaTh uX. OHU MOTYT OBITh SIJOBUTHIMU WIIH
B3PBIBOOIIACHBIMH;

- UCIOJIb30BaTh PaJNOCBSA3h, MOOUILHBIN TenedoH u yctpoiictBa ¢ GPS-
HABUTALMEM.

5. YTto gejath nocje okoHdanus ataku bBC:

- IEPEJIBUTANTECh OCTOPOKHO U BHUMATEJIHLHO, CMOTPUTE ceO€ MO HOTH;
- HE TOJHUMANTE C 3€MJIM HUKAKUX HE3HAKOMBIX MPEJIMETOB;

- CMOTpUTE 3a JICThbMHU, JACPKUTE UX MpHU cede.
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